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1. About Multi-Factor Authentication

Moein |
When logging into the university's information syste using = §»-§- ﬁ

your Tougou-ID, you will be required to use

Multi-Factor Authentication (MFA) in addition to your
Tpogou-ID and password.

This applies regardless of whether you are on the internal
or external network.

By incorporating MFA, the risk of being
a victim of crimes such as account
hijacking is reduced.

During your first login to
Tougou-ID portal(Extic),

please ensure that you set up

one of the authentication methods
described on the following pages.



https://tmdu.ex-tic.com/auth/session

2-1. MFA Setup (Email) %Required

Select the &85 (OTP) | tab — Click on [3%E] for [ X—)LEREE] row,
enter your email address (%) in the email address field,
and then click >4 LA\ RAD—RZXETD] .

> You can also set up an email address other than your university email address.

Thovh email address that can be
SERTE FD02)  BBRWE(OTA) 0y used even if you Change

your smartphone

SESTE (OTP) £BELTLEE e o 7
N
= A-ATELR d.acj
& P7YRGE RFHE - B

= A—FOGE RFRE O RE

Click after entering
your email addressj




2-2. MFA Setup (Email)

Look into your email for OTP One Time Password

Subject : ExticOZJ 1 >BAD>FA L)X T—R

From : noreply@ex-tic.com

Password Expiration Date : The OTP is valid for 10 min after it is sent.
> If you clicked to send OTP a couple times, please use the latest OTP.

A LRI Q:, noreply@ex-tic.com 10:44

suosc: [

AALFZA—ILT ELRICT Y RALNAT7— FEXELT, FIRBEAICEWEZT >R LAR7—FERELTLES . . N . o
o Extic A7 VRAI 541 LINAT—
R

T RALNRT—FEEELELE,

L 004 YEOT Y54 LR T—RTT,
PZEONICHEINEE |1
BRHHEARR : 2021F12816H 1085534 58#

= A-LTELZR €D mmETes—dacjp

& Ty EALNRT—F [ 77 ) -

~= click [E%7%E )

.

[ om After entering the One Time Password, ]




[ If you do not receive an email with One Time Password )

(1) Check your spam mailbox
(2) Add domain “ex-tic.com” to filtering service in your provider.
X The link below takes you to the homepage in major carriers.
docomo / au / Softbank

If you repeatedly click D> A4 LI\ AT —RZXET D]
when it does not arrive,

the system may block the corresponding email address.
Please be careful.

If it does not arrive after one click,
please check your email reception settings.


https://www.nttdocomo.co.jp/info/spam_mail/domain/
https://www.au.com/support/service/mobile/trouble/mail/email/filter/detail/domain/
https://www.softbank.jp/mobile/support/mail/antispam/mms/whiteblack/

3-1. MFA Setup (App)

In addition to Cell
phone, please prepare

The application is installed and set on your smartphone. another device like PC
X It cannot be set up on hospital smartphones.
If you change your device, you need to set it again on your new one.

Please login to Tougou-ID portal (Extic) below on your -

additional device.
Select the [ZEZR:P5E (OTP) | tab — Click on [3%%E] for 77 UEEEE] row.

ART-FEE | SEREE (OTP) 7
7 IUETEE

o 77 RRE BRE

= AL

Click [E%7E ]
X% You must [ ##FR] first,
if you exchange your smartphone.



https://tmdu.ex-tic.com/auth/session

3-2. MFA Setup (App) iOS®

% Refer to Page 10-11 for Android

* Install Google Authenticator

Read the left QR code with your camera application on your smartphone,
open and install Google Authenticator at AppStore.
If you change your smartphone model and restore it from previous model,

uninstall it first, re-install and start setting again.

“Authenticator"Hh X A0 7
Ay

2EXFERBIE 7Ot X TGoogle7 h o> kO
TAVTBI@BT, XAT—Kofic, T
DF 7)) TERT ZI1— FHBEICED X
ED

Click OK to

Start Google

Authenticator Begin setup Scan barcode approve
on your accessing the
B /—O—-KEZRFrY

camera

home screen

SUEES /S FMTAA




3-2. MFA Setup (App) iOS@

Enter the number
RecchtisloRNCoae displayed on your

gr_wcl)wn e seetion smartphone into
the [ b—02>]

field on your PC

L and click [fRfF] e o

5 P AFREWEB & RETLERIR 0. $ Tocaro S| CLOV | AGTEREH. &) intra-mar( VI HA )
10:57 @ W 100% (43

N—=O—RFZZXF¥v>

W su = ) 3=
REEZRT L 4 7jj |j > I\

FOI—JL HRD—FzEE LRETH

VI RGTF b= FFUTFLO QR O— 224> T, MBERENCERENS b~ 2RELTLE
=N

809660 X




3-3. MFA Setup (App) Android®

Start Google
Authenticator
on your
home screen

* Install Google Authenticator

R*0oMmMEOL 3N .4 8s%m 1351

HELD Google PV~ (PEOPHDY
N T2EBEREIOERAZEBHICTIE, RO
BEIDBICHEDET .

: | Start setting

[ B G IRCN. e 3 N =.4l 88% W 13:51

<

PAHU Y OEM

ROVTNHODEEZERL TP HO Y ZEEN
TEFEY,

B nA—o—RzEzEvy
A .

=21 \E)U]
Scan barcode

® Read the left QR code with your camera application on your smartphone,
open and install Google Authenticator at Play Store.

If you change your smartphone model and restore it from previous model,
uninstall it first, re-install and start setting again.

N e ¢ M 2RI <. 88%M 13:51

BRIV AT L ICEE
CEEDERE AL
E3C NI

#FRLaLn L R

Click approve
accessing the
camera
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3-3. MFA Setup (App) Android®

Enter the number
Azl e R Gk displayed on your

gr_wcl)wn e SEeon smartphone into
the [ k=202

field on your PC

L] and click [R1F] (¢ 5[ [rmr——— v [ p T 0

i @ ATREWEB O BED SEASHE 0. % Tocaro S]GLOV I AERHY.. &) intra-mart(ZUIIF (T

R0 MEL 3R Ta87%013:52

MO0 EOQd 3R Fae7um 1353
GoogleZBEE S/ AT L E I b

FOI—JL HRD—FzEE LRETH

FhADFZEEMLELE

2- VI RGTF b= FFUTFLO QR O— 224> T, MBERENCERENS b~ 2RELTLE
=
IIIIIIII‘ a \\\\

WEI—FEROoNLS, C55TRELTS
EEV. A-FREKCEEShS0T, EBET
BSLBISHDEE A,

FPHAYYEEM

FEAIC/ - I— RZRELTESL
809660 %
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4. MFA Setup (FIDO2)

FIDOZ2 authentication allows for passwordless authentication
by registering your authenticator with Extic.

Depending on the combination of your PC, authenticator, OS,
and web browser, FIDO2 authentication may not be possible.
Please ensure to perform a compatibility check before implementation.

Information on "FIDO2 Compatible Authenticators" is available
on the following website for your reference.

https://www.exgen.co.jp/extic/specs.html

12


https://www.exgen.co.jp/extic/specs.html

4. MFA Setup (FIDO2)

Connect your authenticator or use a device with an integrated authenticator,
and login to Tougou-ID portal (Extic)
Select the [ZERBEE (OTP) | tab — Click on T$7UU\EREE2sZ 800 ]

THhHTk

R—2Nn Zaz7q4—I /ISR —FEE Z E R sent (FIDO2) Z EFnont (OTP)

77 '[ Clle r% g;% S uJ-.E(FIDOZ)J Q&=

¥

THhTb

-z ZO74—I IR —FEE ZEFRFE (FIDO2) ZE R 05F (OTP)

Click [#7 L WWEREE2s % B0 ]

BFCELFEARIZ10BETTY,
FILE2 Jﬁ%i?ﬁ”‘ﬁb FLTLESE L, BoTERLABS IR G W EAESREHIBRL T EE W,

FIDO2 2525

R®THA BE B1E


https://tmdu.ex-tic.com/auth/session

4 . MFA Setup (FIDO2)

W Windows t¥1U54

Enter a display name and click &9 3] ]
d-Y-2RERLTVET

. . COT AR AF—#EFLT, T "tmdu.ex-
Select your authenticator and authenticate. e R

ZOEKIL, 77 "msedge.exe” NMHDEDT, "Microsoft
Corporation” MT>-E£MDTY,

0 RIFEOEN . | Authenticate |
=S
D)

¢ ET4 " es . .
= et -5 - T E AR vV L TCRE,
QEE {5y Security Key by Yubico Z0fth
| Bl #&
X vt
\
\ E PIN
. : . . 107 A A EETS

Enter a display name and click B9 3|

Feutll
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4 . MFA Setup (FIDO2)

Click OK] when the saved passkey appears.

If the authenticator has been added, the setup is complete.

Y Windows t¥1U74 X

FEEFESNNZF-

Windows Hello #{ERL T, 2, 84, I3 PIN THA (U TEBLD
[CHYELE,

tmdu.ex-tic.com

| oK \NL

A\

[Click [OK] when the saved passkey appears

15



5. Changing Tougou-ID Initial Password

R—an Za74—

|

Select tab

[N\RAD—REE]

—F&8

ZEF=50:L (OTP) (=P

Microsoft 365

Fhr
R—& Zaz4—n ISRT—FEE £ B H2AE (OTP) =P

initial password

BEDNRT—F

following password composition rules below.

At least 10 letters,

and at least 1 each letter below must be included.
@ Capital Letters @ Small Letters

® Numerical Letters

@ Special Letters @|#$%&— +* ., ]

, n
L HCONXT—F

v HLWLWART7—FORER

Click
- J

16



Click to

- logout
RRT—FEE ZERFAE (OTP)

Please confirm to login with your new password after logging out.

Please be noticed that the Tougou-ID password change will take
an hour at the maximum to reflect to the related system like WebClass.

Please take a time if the password change is not reflected.

17



6. Registering Email Address for Password Reset

R—zn Zaz4—iL

FRA IR

NRZRT—FEE

ZEF=50:L (OTP) (=P

ERA- 2L UBELTLIZZ L,

|

Select tab
o7+, —Ju]

Microsoft 365

& ®T%

p—_— T

A—=ILTFLZ

NAT—FBETHA-LTFLZ B

=& 7a74—I AR T—FEE E£EHRZE (OTP)

email address that can
be used even if you
change your smartphone

XXXX-XXX@aaaa.com

MHFARA—LEEETA

/

Confirm that you have
received the test email
and click [{&F]

oy

Click after entering
your email address

|

J

X Please check the resolutions next page

in case you don’t receive the test email.

18



[ If you do not receive the test email ]

(1) Check your spam mailbox
(2) Add domain “ex-tic.com” to filtering service in your provider.
X The link below takes you to the homepage in major carriers.
docomo / au / Softbank

If you repeatedly click [77X b X—)L7%Z1%{E9 D] when it does not arrive,
the system may block the corresponding email address.
Please be careful.

If it does not arrive after one click,
please check your email reception settings.


https://www.nttdocomo.co.jp/info/spam_mail/domain/
https://www.au.com/support/service/mobile/trouble/mail/email/filter/detail/domain/
https://www.softbank.jp/mobile/support/mail/antispam/mms/whiteblack/

ENASEA 1-Y-ERBLTLET
| I r u re Se e S s) IR .‘.km...j,,—“wp

Tougou-ID

HRR-F-TIREAF v LTSS,

® After clicking [/\XDJ— RL ZAFPEE] ,
authenticate using the authenticator.

EITAZEEA
RRERRRIAS

TOKYO MEDICAL AND DENTAL UNIVERSITY

~

AL ETEIRLTZE W,

@ If you select
R BRI A application

TOKYO MEDICAL AND DENTAL UNIVERSITY

. authentication,

A IIHA LRI~ GHIOHF

ISZAT7— KL AFREE

start “Google
Authenticator”,
get the OTP on it.

> RN
o RALISAT— K F 7Y HAEE

/

® After clicking \
(D254 I D—
R%Z1x{Z] , check the
inbox of the address
you have set up and
obtain the OTP from
the received email.

Ty RA ISR T — KA — JLREE

X F vl

X Systems that use an integrated ID to log in
https://www1.tmd.ac.jp/others/IThelp/procedure/10 574ce69e1d891 5984000a19cb6/#anchor? 20



https://www1.tmd.ac.jp/others/IThelp/procedure/10_574ce69e1d891_5984000a19cb6/#anchor7

When doing so, attaching screenshots of any error screens
will help us resolve the issue more efficiently.
Thank you for your cooperation.


mailto:ithelp@ml.tmd.ac.jp
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