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About Multi-Factor Authentication

LOGIN
'username |

SIDZER U TARZDBHRY AT AICOT 1 VI BIERIC, MSIDE/NRD— RIZHA.
%E?ﬁ sosl (MFA) DINETYT, (FR -+ FHRyY FDJ—DR1DT)

When logging into the university's information systems using your Togou ID, multi-factor ‘

authentication (MFA) is required in addition to your ID and password. (This applies to both on-campus ,‘.

and off-campus networks.)

&gimquHWEHy {O 7\“5 (G- tt

FEOMDBELRFERSBICH D) AUNEFHINET,
Implementing multi-factor authentication reduces the risk of security threats, such as unauthorized
account takeovers.

*o"o“;hooo”§

e

EEFERN—2)LT A | (https://tmdu.ex-tic.com/) \D
AOOT A1 VFIC, RR=IPBFEOWNITNHDFREEE
INFFRET DRDPREUNHUFET,

When logging into the Medical and Dental O %?%ﬂgf‘ ==

Portal (https://tmdu.ex-tic.com/) for the first time, @ »
you must set up one of the authentication methods |
described on the following pages.

2! 82—
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2. ZBEERIAETE (XA —IL) -1 xum SCIENCE TOKYO

Set Up Multi-Factor Authentication (Email) - 1 *Required

(ZZF50EE (OTP) | 9T Z&ERSX—)UERED 52 E] Z2201 ) v 2D U, X—)L77 FUAMEIC
A=)V EUVRX)ZADRIC TDOV5ANNADT—FaEEIddl 220 )vD03 D,
MARFEA =)L) UM ERTEDEE
Select the ""Multi-Factor Authentication (OTP)" tab, click ""Set Up" under Email Authentication, enter your email address(*) and
then click "Send One-Time Password."

*Non-university email addresses can also be used.

ANVTIOHEEESEZ UCEEATE DX -/
P EURZFRE LTI ZE)

Please set an email address that you can still use

after changing to a new smartphone.

TAHTE

EEHRZDAE (OTP) o4

‘ EEZTI(OTP) EEFELTLEE L,

AALFA—NT FLRIZT a4 LT —FEEELT. FIREREAI
EBFELTIHEL,

= A—LTELZR

AT G ALSNAT— FEEETS

o P7URREE EFEE
& TYRALINRT—F
_ - A=)V P EL2ZANE. DV
= A—IVEREE RIE DA LNNAD—RZXRETD] &

DUy D
Enter your email address, then click
"Send One-Time Password."
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Set Up Multi-Factor Authentication (Email) - 2

SR UICX =)L FUADZEBOXZHER LE T,
Check your registered email inbox.
HE [ ExticOJ+ VRADOYS A IAJNRATD—F  Subject: Extic One-Time Password for Login

7&{S7T | noreply@ex-tic.com Sender: noreply(@ex-tic.com
N — FBRHEER © X—) b§1§?§10§3\ Validity: 10 minutes after receipt

XFRD CX =) ZEBHRELUICHZE. &RFNDI VYA LANAT—FZ2 AN LU TIIZE0),

If you receive multiple emails, please use the most recent one-time password.

Ep—— 9 noreply@ex-tic.com 10:44
7o o >

AALEA—LT FLRICT Y RALART— FEEELT, #IRBEAICEW7 Y ZALAR T — FERELTLS

Extic QA VAT V54 LINZAT—
~

T A LSRRI —FEEELE L,

b O54 YEDTY A LIS T—RTT,
’ P2 EONICOEREE 1
BHEE : 20214128165 105635581

& Ty RALINAT—F [ 7 ) ‘ - ‘

D54 LIVAT—FZAD U,
=El 200w

Enter the one-time password, then click ""Set Up."

& A—-LTELR S
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Set Up Multi-Factor Authentication (Email) - 3

(D84 LINRT— EDA=)LDBDVRVNIEE

If You Do Not Receive the One-Time Password Email

(1) EBEA—IMNY D RZMERT D

Check your spam or junk mail folder.

(2) 2EFFT X I lex-tic.com] D XA VZENT D
Add the "ex-tic.com" domain to your allowlist.
% Fp P A=)VDRREX —)UEREICDINT
For carrier email spam settings:

docomo / au / SoftBank (+—DUJwDIFBESTEEDT 1 CAROZEI)

Click each link for setup instructions

B RRVWHSICHES DY LAINADT—-FZ2EETS] 20 )vD3ddE YRTAMUTZEDA-IVP FL Az
7[1 w2 LU CUENET,
C/iﬁ < Eéb \o
Please note: If the email does not arrive, DO NOT click "Send One-Time Password' multiple times. Repeated attempts may
cause the system to block your email address.

1820y D UTBHIENESIE. MFA—)LAIDZEFREZ CHER TSN,

If you do not receive the email after the first click, be sure to check your email reception settings before trying again.


https://www.nttdocomo.co.jp/info/spam_mail/domain/
https://www.au.com/support/service/mobile/trouble/mail/email/filter/detail/domain/
https://www.softbank.jp/mobile/support/mail/antispam/mms/whiteblack/
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3-1. ZE#=Fatxe (7 7U) SCIENCE TOKYO
Set Up Multi-Factor Authentication (Authenticator App) Segd 32N IOMIC
PCREESS1E

PIUREL. BENDRAY— T2 VEICRESNET, Prepare §socand device

Authenticator app authentication is set up on your smartphone or another mobile device. UEBEIHE,
XBFRANANY— k2D 7 VICIFERETETEE A D

It cannot be set up on hospital-issued smartphones.

F2. WEEEIRIEPTURLRERATERZRD, BRENBETT, -
If you switch devices, app authentication will no longer work and must be set up again.

1 rC (PTURBREET DAV — I3 VUHDTINAR) T, EEERIN—F)LT A~ (https:/tmdu.ex-tic.com/) [

DU1YLET,
First, on a PC (or a device other than the one you are setting up), log in to the Medical and Dental Portal (https://tmdu.ex-tic.com/).

2 ZEFRML(OTP)] YT EE RSP TISEED 3=E] 20U v DI ULET,
Select the '""Multi-Factor Authentication (OTP) " tab, then click "Set Up" under App Authentication.

FhT 2k

F—gn Faz4i—n 2SR T—FEE SEEIE (0TP)
A SR

SRT—FEE SRRDIE (OTP) a

& T7UEE RRE

= A AFEEE

X ANVTNOWBEREDZGIIMRIC EiF] UT
N IEEI 200wyl
If you are changing smartphones, click
“Remove” first, then click ""Set Up."



https://tmdu.ex-tic.com/
https://tmdu.ex-tic.com/
https://tmdu.ex-tic.com/
https://tmdu.ex-tic.com/
https://tmdu.ex-tic.com/
https://tmdu.ex-tic.com/
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Google Authenticator D1 Y A ~—)LZ UET,
Install Google Authenticator.

ZLTMQRI— RZ&iPhonM A S T1) THHAMH. AppStoreZBIEH T,
Scan the QR code on the left with your iPhone's Camera app, then open the App Store.

Google Authenticator D [AF] 20w DO UTC, 1 VXA F—=)LUET,
Tap "Get" to install Google Authenticator.
X HRBZEFIC S\ iPhone D5 P T DERESNERBEE. —EERLUTEA YA F—ILUTLZE),

If the app was transferred from your old iPhone during a device change, please delete it and reinstall it.

9:41 ol T @

9:41 wll T ==

& THY Y NEEM

U] QRO—FERFry QRIA—KZERF1Y
2y TV TE—EAS

Google Authenticator

2 BRI /O EROI—REITRTOD

TATYR TG TERY Authenticator 71X 5 AD
FIRRAEROTVET

N—O—RORF ¥V ICAAFEFEBLET

M—ABEEOP1IVE
Sy ITUTEISLET
Tap the icon on the Home
Screen to launch the app.

R, Y RFYTF—EAD




3-2. 2EBZFarxE (771)) i0S -2

Set Up the Authenticator App on 10S - 2

QRI— RZHAHHD S

3-1CTRImNIC
QRI— R %iPhone CiiHERD
Scan the QR code shown in 3-1
with your iPhone.

|
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8:34 GEl» -
= Google Authenticator & @
BRE...
tmdu
8 O 9 01 O ¢ |6 T e R Y [ T I S a0

75 @ ATHSWE &) LR SEUSE I0M.. % Tocaro S GLOV | ABESHY. Sinta-mant(IVTIHAUAY)

FHIZ

JOZ - NRT—FEE s =0

IWEAICERENS h— I EREL TR

iPhonelCRIMSND
HIDMFZPCH =DV ] WICADUL
REF) 200w
Enter the 6-digit code shown on your iPhone into
the "Token" field on your PC, then click "Save." |
[m]

& b= (2] ‘ 809660 X

B&FF
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Set Up the Authenticator App on Android - 1

Google Authenticator D1 VA +—)LZLZET,
Install Google Authenticator.

AOQRI—FRZERAN— T2 YDAASTP T I THHAM Play 2 F 7 &BEEXT,
Scan the QR code on the left with your smartphone's Camera app and open the Play Store.

Google Authenticator D AF] Z0 v I UT, 1V F—=IJLUET,
Tap "Install" for Google Authenticator.

X WRBEERICHNAVY— D2 YD 5P TUNGmESNLEREGIE. —EERLUTEA Y2 F—ILUTLESE0,

If the app was transferred from your old smartphone during a device change, please delete and reinstall it.

ol T al T 1831 a T
Google 7hD > h&ER Google Authenticator
Authenticator ®1— Rz — KA #H b
: IARTDFT/I\A A TR TEE A-FABY) A
# v O— REEIUTHELES

Google Authenticalor o O%%(gynl{}asiﬁrcom F a-—FzEh o

BRI—-Fz2RLICER Authenticator (C5E & &)

D
WEELEIH ?

U777 DfERPOH

SEIDH

FFEILIRW

EoTH3

M—ABEOP IV
Sy ITUTERELET
Tap the icon on the Home
Screen to launch the app.

Thov e LTER

OO0 User &EUTHH T
PASANg 3

EBL5THIEECTI

Either option is fine.




3-3. ﬁﬁ%wum IIIX/E </ 7 U) Android -2

Set Up the Authenticator App on Android - 2

QRI— R&E#AIC
ahETLE=WN

3-1TRImINIC
QRI— FEAVNTHMHEND
Scan the QR code shown in 3-1
with your smartphone.

Institute of
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8:51
Sample User
sample@example.com E—

¢ 5| rr—m—m—"

op et O + @ o || @ 7aouk

809010 e

FHIZ

JOZ - NRT—FEE

ANVMCRRISIND
MIDHFZPCOH =DV ] BICADUL
(REF1 20U D

Enter the 6-digit code shown on your smartphone into the
"Token" field on your PC, then click "Save."

(&=

&7 809660

s X & o)

75 @ ATHSWE &) LR SEUSE I0M.. % Tocaro S GLOV | ABESHY. Sinta-mant(IVTIHAUAY)

s =0

ERICERENS h— I EREL TR

I

10
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4-1. %g;ﬂ%;ﬁgg EQE <FID02> SCIENCE TOKYO
Set Up Multi-Factor Authentication (FIDO2)

FIDO2REE IS L_*Jﬁa@munl_t sZExticlC &I DCET/NVAT— I\'./ZL—CJ:%EJUDIED JAFEI,

FIDO2 authentication allows for passwordless login by registering your authenticator with Extic.

CHMADPC. 588, OS. Web I SDYDHASHDEICK > TIE. FIDO2 DFHEEN TE7E0)
B DDFT,

FIDO?2 authentication may not work depending on your combination of PC, authenticator, OS, and web browser.
SARIICHFEFESE ZEmR L TIIZS,

Please verify compatibility before setup.
ReoT 4 +IC TFIDO2ENETEGRIEHHELES ] DB/I|MELNFR L CNEIDTTSRIESH,

Please refer to the following website for a list of FIDO2-verified authenticators:
https://www.exgen.co.jp/extic/specs.html

PED 4-2. 4-3. (SPCRIDBRER TI
PBEAHDHIE 4-4. ADEHLTEE0),

The following sections, 4-2 and 4-3, cover the preliminary PC setup.
If you have already completed these steps, please proceed to section 4-4.

11


https://www.exgen.co.jp/extic/specs.html
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Set Up FIDO2 MFA on Windows - 1

Windows Hello O)ﬁﬁ% Prepare Windows Hello
I Win+IF—-—ZEFBCHUCEEERZREEI,

Press the Win + I keys at the same time to open Settings.

2 EXZa—-0 PADOVR 200y D UET,

Click "Accounts' in the left sidebar.

3 UAY4YATY3V] 200y LFT,

Click "Sign-in options."

4 TPINJ & TEREREL [BRGEEL OVITNDZED. SRULET,

Choose either "PIN", ""Facial recognition', or ""Fingerprint recognition' to set it up.

« == Q HEORR - B X% « BE Q ®EORR -8 X
[ THIVE ] THIVE > Y494 ATy
. @ “hoDEHFED—BE. organizationl FH TEESNTIET .
- b
fy #ok - o IV 1VSEhEE
o JATh B 274

.. EEzZak (Windows Hello)

Bluetooth ¥ F/{1 X Bluetooth EF/{A A ZOA Ty BRENATERY,

A e o 1-f-0ER T B b A — o
N BELDREREE S Jwress ’ N BRlCIS PRl o~ FEECEE Windows Helo .
/ BARRE J/ anmEE & seorer-sma o) e
e E
o= FHUVE 3
B 7 ST Windows TERIITAIVMEENERATRID - el 1: PIN Windows Hello) "
. T RAEES PIN) EESTH YD (kS
CE> 18
- A AT s =
% mars= Windows Hello. 137230 IAT-F. &#9057 9 muLs= t¥1l7( -
3wy 3 e e
@ 7-n 20O 1-¥- — G
& FIHAFIOA SIS EOI-F- STATCEYETENETY > o JAT-F .
K 7oesbuss EABEHITAIL K Fouskizs L rrorta-tam s
@ THN-brFUT1 = I @ THo-keFalze
¥ rdl T BEE(VITYILT, FIMABTER 2 BMoRE

@ Windows Update @ Windows Update

LEGCRIELERSEEI 55 —F

P

12
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4-2. 223 WEEE (FIDO2) Windows-2 SCIENCE TOKYO
Set Up FIDO2 MFA on Windows - 2

[PIN] d)ﬁﬁ (M?E) Register a PIN (Required)
&1"5@3)%'3“ Procedure

: \ . HFUWWPINZAD LR T
PIN (Windows Hello) ZR§< [(tZw 77w ] &R PCOIN AT —FZ&ZAND
" . " T " Enter a new PIN to complete
Expand "PIN (Windows Hello) ". Click "Set up". Enter your PC password.
the setup.
00 ' x Q=7 x
VR RV ot . o T
e . THYY MERRL TS PIN 0ty +757
S OATYIRERIRTE S, : ’ KAD-FORDYICIOD PIN ZERRLET . PIN £ERT L. TIMR, 7T,
COBRAEEERIIBICIE, KAT-FEAHLTEEL, Y-PRHA U1V TELT,
PIN 2L T, Windows, 77U, #-EAIHA VM1V TEET, o-al FAvvk E FLL PIN
PIN LEAREDRAEFZET BILT, PIN (&, 7T, Y-LALCRENDR LY V1Y TEET, [ XX11]
S ITrrry >
PIN MEEER
8 ;;;«;Jr;z;f';ﬂ & THIYTE ke Frotl esvoe e
~ If210-K

[ #mFrREEEHS

¥ RBEORTIE. PANDY FOBEDHRDFREICIDBRIEDBEENHDET .

. . . Windows 11 Pro | Screen illustration
Actual screens may vary depending on your account type and device settings.

13
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4-2. 22305 E (FIDO2) Windows-3 SCIENCE TOKYO
Set Up FIDO2 MFA on Windows - 3

[gﬁgﬁgﬁ] d)gﬁ (JX_HFL\:\PC @3}) Register Facial Recognition (Supported PCs Only)
&1"5@3)%“ Procedure

BAgRsst (Windows Hello) ZRE<
1 Expand Facial Recognition

(B89 D] =z,

[ey bPyT] BRR 3 NASEFOTIIRD FPROPINGEIE L C5T

Set a backup PIN to complete

ick " ", Click "Get started" and
(Windows Hello). Click "Set up 18 an the setup.
look directly at the camera.
N Windows Hello £y b7y 7 X 4 OJ'E‘-‘} b?wj %

| Windows Hello A&SZ%

.o 32 (Windows Hello)
SEESTHA V(Y 5
EARBEREST Windows, 77U, Y—ERIHAVMILET,

BARMEEST YAV Y(CBY BRI

&y

NAD—-FORBHYIZERAT S PIN ZERRLE T, PIN AT
FINAZEEHTRICEELELES. Windows Hello >, BE TIAA T H—ERTHA 1V TEET,
BRI £ TF/ A 200y VBB LY, FARRES

ENTEET,
L o #LL PIN
AASICEEEIT T BEOETICHTIEE L, |
— Windows Hello D& ([, y PIN ﬂ]}gﬁj |

fo1-4-

BREELYLTYITE

@ AWTERR

NATEFOICR TS

BERELELL. 1-Y-EHRHTT..

[Jzrraszans
{EFXRE (Windows Hello) | T HRR

ZOATYIVBREERTER LA (BEERTT BICRIYYILTEL =

D)

B PNoOtsTyT

poE R
By S HFM0URYT0RE

2 =7

32 PIN (Windows Hello)

S EREEES (PIN) EETHAVMVTS (#R) =

El =onsSz2n3EE.
FryvDaANE9
Select the check box to include
letters or symbols.

By ETe= 5

—)

¥ RBEORTIE. PANDY FOBEDHRDFREICIDBRIEDBEENHDET .

. . . Windows 11 Pro | Screen illustration
Actual screens may vary depending on your account type and device settings.

14



Institute of

4-2. % FZRaf R (FIDO2) Windows-4 SCIENCE TOKYO
Set Up FIDO2 MFA on Windows - 4

[.-8 %IcuunIE] O)Eﬁ (XJT" PCO)H}) Registering Fingerprint Recognition (Supported PCs Only)
&1"5@3)%“ Procedure

1ERNERE (Windows Hello) (B85 9 D] &L = .
\ ~ — 45 (1) > T J B it m<
1 &R 5 [evbPuT) mER 3 BYY-C@OELENG 4 L SRERELCERT
Expand Fingerprint recognition Click "Set up." Click "Get started" and o coé lote thepsetu
(Windows Hello). repeatedly touch the sensor. P P-

- e e cae e e B C L TR

indows Hello 297y X

D ° Windows Hello 7 o(wi"dows " . ) ows Hello £y +7v7 x
— £ |

i o= 1+ |

s | @

)

jindows Hello)
P —EESTHAIAY
EIRPYTUT, PIN ORDYIIERESESTT /M A00 V& RIRLET,

#)
REYY) ERRRONE 8 |
IR EIAHELLS
s: PIN (Windows Hello) o 9 y oo
OMERS PIN) &ETIAVSE () 2 D YT ORMEEITIIET, Windows Hello L& BHEREBIEERE TR,
win
ERF V- TT, —HAIAEEROITLEEN, z
] ;;wJ &:J (F-EESTI(I(3E i i EREYY-ICIyFLTULESY
& M wamn EYY-RYELSYFLT SRR RLET,
=
1Z9-F
L rrrona-rewscr s i WT
~ 2 s Fovtll SE s
pop s+ woen S EREBEOLYRPY AR TLELE.
@ saian sﬁa DAIUTHYIL. FIARO0Y6RIETS i

% BRODORMTIE. IHROBHEZ YT —OWindowsD/N\ =Y 3 VICKDBRBRDEZENDD XTI,

Actual screens may vary depending on your device's fingerprint sensor and Windows version.

Windows 11 Pro | Screen illustration

15
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4-3. 23R AEE (FIDO2) Mac-1 SCIENCE TOKYO
Set Up FIDO2 MFA on Mac - 1

ﬁ@@’éﬁﬁ%< Open Settings
1 BELELEDAppleX_a— (DACY—=D) &0y D LI,

Click the Apple menu (Apple icon) in the top-left corner of the screen.

2 X206 YRAFTALAEE..] 20Uy D UET,

Click "System Settings..." from the menu.

3 EAIDOAZ2—Z2RCR2O0—=)LU. [Touch IDE/NZAD—F1 Z0Uv D UET,

In the left menu, scroll down and click "Touch ID & Password"'.

.
:e < > TouchID&/XZ7—FK
RRT—E
ZOA—FOOT LY NRT—FHREENTNET EE:.

B vrorveerausy

B avro-neys— Touch ID
Touch ID £f#5 &, Mac DOy Z#RER|
k @ siri & Spotlight WAL ZF BTEET,

ﬂ)&ﬁ?f EE . TN~ eF YT @

B 724+v7EDock
ﬁﬁﬂﬁ? e HREEM

8 FzoLr
2=/ i Touch ID 65T Mac Dv 2 &R
... @ =2vu—ve-r

Apple Pay (= Touch ID & 8
B rvru-
JZTA#T

i s Store. App Store. Apple Books TOBEAIZ Touch ID % £

=] /7@@
BYFYES

» }/(Z?—Fﬂ)sm)\ﬁthuchlnﬁﬁ}ﬁ

ol lolleflol o

¥
77A2—% 24 v FicTouch IDZ &M

0 =xo-k
1Y =%y NPAIV R
@ Game Center

B “#LvheApplePay

% ERDRTIE. HIEOmacOSD/\N—I 3 VICKDERDBENDHDFT,

. . . . macOS Sequoia | Screen illustration
The actual display may vary depending on your device model or macOS version.

16
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4-3. % F#Z PR (FIDO2) Mac-2 SCIENCE TOKYO
Set Up FIDO2 MFA on Mac - 2

[TOllCh ID] ( -E%SZDIL,\nIE) Eﬂﬁjé Register Touch ID (Fingerprint Recognition)

BAEDFT Procedure R ——
VY —([CEBEOERICHRL. [Touch IDDFERD TEX
BEOGLICHD [HEizE MacDOT A VINAD—FZ& FCEZNUETCESY VT Uizl ERmEINES [55
1 nl Z2zo0Uvo p) ROSNTZH AT 3 Follow the on-screen 4 Tl 200y D
Click "Add a Fingerprint" in Enter your Mac login instructions to repeatedly lift Click "Done'" when "Touch
the top-right corner. password if prompted. and rest your finger on the ID is Ready." appears on the
Touch ID sensor (top-right of screen.
the keyboard).
° b —— % BT . 3 ? - e s . ;:\0 Touch 1D@$ﬁbft§§bn
: Z::;% —— “”' Touch IDZH/ET S ’)”:‘ m\ TZS’ /ﬁ\
: :Z::wock ﬁ:ﬁm EDock MacoOD A > ){RD— RZAH L TLIZE L, :tDo‘ [\ :tlmk [ﬁ\
i © | = ) -
® 1-7e-7 © - 2 RERLTHS, 55— EBEXT,
JAD—KOBBAN [ @ S Sl @ [=7

l-..-.- Keyboard illustration

% Touch D VY —[FF—MN—FHELTT,
Touch ID sensor: upper-right of keyboard.

* RIEORTIS, HIEOmacOSD/N =Y 3 VICLDRBIBENDBDEI. macOS Sequoia | Screen illustration
The actual display may vary depending on your device model or macOS version.

17



4-3. % EZZPEF%E  (FIDO2) Mac-3

Set Up FIDO2 MFA on Mac - 3

[TOUCh ID] ( E%IDIUDIE) EDMDIE‘L-%ﬂ1j‘j%
@1"5@3)%3“ Procedure

[Touch IDE/NRATD — R | BEICHD [/N\RT— ROBESNALDICTouch ID
1 zEA) z7Y
Turn on "Use Touch ID for autofilling passwords and passkeys" in the
"Touch ID & Password' settings.

XCNICKD, DT TY+ FTOFIDO2 (JY2F—) FREEICTouch IDANEENT DK DIC/R
This enables Touch ID to work with FIDO2 (passkey) authentication on websites.

NETI,

Touch ID £E/XZXT—FK

Touch IDAOA —/I USWBEICHZ. ¢

Institute of

SCIENCE TOKYO

Link Touch ID for Authentication

0} Touch ID &£/X27—K
il rE.

ZOA—HFOOTAYNRI—RHRBREENTVNET

Touch ID

Touch ID % >T. Mac OO v 2 #&Bk. iTunes Store. App Store. Apple Books T®D
BARBEEFTSTENTEET,

» ©
)
i BB
Touch ID Zf£>TMac ® O v Y Z#&k
‘w Apple Pay (2 Touch ID % &
|
‘ iTunes Store, App Store, Apple Books TO#A I Touch ID % & F

[:27—roaBASK Touch D£8R

| | ——

o) (o] JolloMlo

2 MacDOTA V)20 — REREN TR

Pt O—

_ \ ZO1-YOOIIYNRAT— FABEENATLET B
Bi#ER LU CHREEI,
. . Touch ID
Ensure you remember your Mac login password in Touch IDEHE-T, Moc 01y 79, [Tunes Store, App Store. Apple Books @
case Touch ID does not recognize your fingerprint. 2
m
)
i $aRUE BN
Touch ID =T Mac B0y & Z8E: [ @)

% ERDRTIE. HIEOmacOSD/\N—I 3 VICKDERDBENDHDFT,

The actual display may vary depending on your device model or macOS version.

macOS Sequoia | Screen illustration
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4-3. % B ZPALEE (FIDO2) Mac-4

Set Up FIDO2 MFA on Mac - 4

[iCloud\DIREFE] (UNXRD—IFEHE) %5

&1"50)3)%“ Procedure

TRIDOY A RIN—=T. [&HIXICDaI] (Apple Account) ] >
1 [iCloud] DIBICD w2

From the left sidebar, click [Your Name] (Apple Account) > iCloud.

A OBNHS [)NAD—=F]1 &0 v DU,
2 [CODOMacz[EEA ) OA /7T 2ERR

Click "Passwords' and turn "Sync this Mac" on or off.

XA (HEHE) EUO)Apple%%Ec']c‘:DMDIEIE_;%E(EJ:EE—C% Macin KBS D
XZA2D BRI TI ST R lc_ﬁf_éﬂ—g“ CDMacAEDHICLZEICIRTF
=NnIE9d,.
* On (Recommended): Shares your credentials with other Apple devices and serves as
a backup if your Mac is lost.
* Off: Stores your credentials securely on this Mac only, and they will not be synced to
the cloud.

% ERDRTIE. HIEOmacOSD/\N—I 3 VICKDERDBENDHDFT,

The actual display may vary depending on your device model or macOS version.

Institute of

SCIENCE TOKYO

[ NON ) < > Apple Account
Q B’%E

8 Bluetooth
ESI A O '
[SPPEIE TS :
8-= @ vrvrveerauze .
3 Apple Intelligence & Siri
(Y spotiight B sxzunvemss .
FoEIE YT« -

[. iCloud . ]
[SEMIN-EEZ 2
=) zoy—vte—t Z —— :

[+ B2 T2

[ XoN ] < > iCloud
Q #% iCloud
) —

. A

= 4 b L—Y 32/ 5GBERFS ..
Wi-Fi

th iCloud+ 7y 77 L— K FyTIL—R..
| @ - mo W2 2EHBTEET,

ﬁ? iCloud /{27 —R&F—F—
IRT—R, LYy hA—REEZICloud ICREICREL., BEVDIRTD
7)1 Z L0 Safari ¥ Z Ot G Web 7 50 THEBREEBAALET, B

“» Drive

LULMEER...
Z D Mac =R @
IRRT—RERR ...

ﬁg% (E—E,ﬁ) Setting Up iCloud Passwords Sync

(Optional)

macOS Sequoia | Screen illustration
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Institute of

4-4, 2B EZREFERTE (FIDO2) -1 SCIENCE TOKYO

Set Up Multi-Factor Authentication (FIDO2) - 1

X I, wWEtssaEB. XEREEBHELUIZST/N\1 T,
EEZFERN—)UT A (https:/tmdu.ex-tic.com/) [COT 1 > LET,

First, log in to the Medical and Dental Portal site (https://tmdu.ex-tic.com/) on a device with a connected or built-in
authenticator.

ZEFREL (FIDO2) | YT ZRBIRL. ZNNS M ULGREESEZEN] 20 v D
LET,

Select the '""Multi-Factor Authentication (FIDO2)" tab, then click '""Add New Authenticator."

Thorh

F—2N ZOo74—JL 1827 —FEE % FE S woal (FIDO2) % ZFR50L (OTP) Ay

THIE

TV = avEEE

L SRR — REE S EHRF:E (FIDO2) % E R0 (OTP) as

BERTESZAREII 10 BETTT,
FILRAEREEEERL LV TS L, BoTERLABEREVIEREHBRL TS,

‘ + 37 L WFREERR 238N '

e w%Z B®{E

FIDO2 ZBAE#%
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Institute of

S EZRZAERT (FIDO2) -2 SCIENCE TOKYO

Set Up Multi-Factor Authentication (FIDO2) - 2 a R FHEF1003ZFUAT
ABDLTLIZEN,
9574 D BAERERTEI A
%'%ZI__\% 57\7___] L/\ |-557J|]'§'5J 59 U W 9 Up to 100 English letters and

l /i g— XREE 1) Security Key by Yubico nun:bers-
o
T X

Enter a display name, then click "Add." Waons 07+

% C’ ) ‘ +I‘IEBI]T6 ' ‘ X vt 1-Y-#RELTNET
*"J 5 E yR DE E b \ i j h Z@fﬂ'f?{&;{f\”}j—%?ﬁbt\ hf "tmdu.ex-
E L/ — ticcom” [CHA V1Y SN
o
U’LJ\ 0 \ \ D"J\ Cﬂ')%ﬁf;.t, 77£:msedge exe” MEOEDT, "Microsoft

Select your authenticator and follow the prompts to authenticate. QC" poraion H{72160C3

BESNE/S2F—DRRSNED T0K) B v D UET. T e

Click "OK" when the saved passkey confirmation appeaa

i
@ \Windows tFIUTA F

le\U 73\\ Dﬂénfb\ﬂf?& fETUT_Cg_ RSN/ CA%E— .

BIOTI M AEERY D

Once the authenticator has been added, the setup is complete, | [ioysHelo AU C B IR ERE AN CHA 284

Frotll

ﬁ

tmdu.ex-tic.com

<>
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5. )8/ R — RKAZET 5 -1

Change Your Initial Password - 1

1 TS20—RES| 5OUwD
Click "Change Password."

K—an Faz4—i SR T—FEE % EFRPaL (FIDOZ) ZE 5L (OTP)

HEBEDSOBH>E °

Science Tokyo ID® E T, Science Tokyo IDICEET 3 EB AT LOFERTIC2 L TlE.
Science Tokyo Portal (https://portalisct.acjp/ja/) \ZIBELTLE T,

3 FTUWWNRD— ] Z220MARNLT HREF]

Enter your new password in both fields, then click "Save."

*HRBID/NAT— F)L—)U

Togou ID password rules

c AXZF « IZWXF « YF » 505 INTUNFULER
Must include at least one character from EACH category: uppercase letters,
lowercase letters, numbers, and symbols.

« 10X E
At least 10 characters

< FATEDHNS @!'#S% &=-+%.,:5[]]
Symbols allowed: @ !#8$ % & =-+*.,::5[]]|

2

Institute of

SCIENCE TOKYO

MRED/INRAT—F] ZA80

Enter your current password.

F—4 Fa74—i RAT—FER £FE 50T (FIDO2) £FE R0 (OTP) o4

BEDNAT—F

RRT—FRLUTORFERLT&IICHEELTIESY,

1. REFM0XFERE

2. BFANF. BRI E HF. B0 SINFLU LS
3. 55k @#s%&=-+*:0| HFIATEETT.

- BRICERTES AT FERELEVWTLEEL,

)
O HEEOFREIDHSESICENTEINTFI(RECHE
ID%&&HHm)

O LEFERTFALY BEFPELSENMLAELD
O HEORELE

* O %%65%

P LV ART—F
HLULWART—FOFE

3 €D
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5. B/ ] —RKAZEFET 5 -2 SCIENCE TOKYO

Change Your Initial Password - 2

INZAD—FEE®R, —BEOTPORUT. FILWINXRD—RT
EEFRN—F )L (https:/tmdu.ex-tic.com/) [COT A Y TEDDNNFRENDH IS0,

After changing your password, please log out and be sure to verify that you can log back in to the Medical and Dental Portal
(https://tmdu.ex-tic.com/) with your new password.

k2. SBIYRAT A (BESEPFIRXTLAE) \OFLWNRAD— FORIRICIE. &K1 5ERE
DRDBEDBHDF T,
Please note that it may take up to one hour for the new password to sync with other systems, such as the Ethics Review
Application System.

CNBDIYRATLANDOTA VL, BEZEN TSR ULITIZSH,

Please wait and try again later if you need to log in to these systems.

R—g L ZO74—I KA —FEE & E R0l (FIDO2) FEFmaL (OTP)
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6./ XX —RKRBFHRITHA—ILT KL XDOES -1 SCIENCE TOKYO

Register a Password-Reset Email Address -1

1 7024 -bl &BDOUYD
Click "Profile."

H—4 Faz4—il XA T—FEE S E R (FIDO2) £FEZ 0L (OTP)

HEBE,SOBHSH

Science Tokyo ID@ZE{TH T4, Science Tokyo IDICEE T3 EB L AT LOFEEKTIC OV TIE.
Science Tokyo Portal (https://portal.isct.ac.jp/ja/) IIBELTLET,

3 TFREA-VERETDI BDOUYD
Click "Send Test Email."

4 ADUERA=)LP FURICTRAEXA=)LABULECE

cEmUIES [REF) 20w D

Once you confirm that the test email has arrived in

your inbox, click "Save."

2 [/S2D—RERTAX—ILPRLR] EAD

Enter your password-reset email address.

Thob |

& 7R7Z4—n RRT—FEE R KA (FIDO2) % RF 5L (OTP) oy

a1—¥-—%

a ®RTH

= A—ALFFLRA

—
—
—

NRAT—FBRTHA-

o
ATELZ 1 71) example@example.com

4 Brabx—LEEETE PP

BFF

AN— D72V EHREER U CEERATEDIAXA—ILPP LR
(GmailDiCloud’e &) ZFRE L TIIZSU),

Please use an email address that you can still access after

changing your smartphone (such as Gmail, iCloud, or PC email).

% TRARX=)VDBDRNEEI—. RR—IDxILEZERFH ULIES

If you do not receive the test email, please try the troubleshooting steps on the next page.

24



Institute of
6./ N2 —RKRBFHRTHA—ILT KL XDOESE -2 SCIENCE TOKYO

Register a Password-Reset Email Address - 2

[7_-2 I\ >( —) IJZ)‘ Z)\ (I \I’JZJA] If You Do Not Receive the Test Email
(1) :_.E\X_}IJT‘JOZ§EEUM_§_5

Check your spam or junk mail folder.

(2) SEHFTJ X FIC lex-tic.com] D FXAVEEBENTD
Add the "ex-tic.com" domain to your allowlist.
% F P A=)VDORRBRA—)UEREICDUNT
For carrier email spam settings: \
docomo / au / SoftBank («2VJw D IBDESTEEDY 1 CNAROZET)

Click each link for setup instructions

BOBNBEICAES [FREA-LERETS] BOUYITRE, YRTAUTHYUDA—ILP RLURE
JOv2OULTULENET, TEBLES0),
Please note: If the email does not arrive, DO NOT click "Send Test Email" multiple times. Repeated attempts may cause the
system to block your email address.

182y D UTBHIEWHEE. MFA—)LAIDZEEEZ CHERIIESU),

If you do not receive the email after the first click, be sure to check your email reception settings before trying again.
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https://www.nttdocomo.co.jp/info/spam_mail/domain/
https://www.au.com/support/service/mobile/trouble/mail/email/filter/detail/domain/
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7.REILIEO O T A >k

How to Log In Next Time

INZATD—

Institute of

@ Wwindows THUT(

1-¥-EWBLTINET
nx»sﬁmw-m x-tic.com” N T4 1

N\ EIASEA

) seEn

ZOBRIL, TS msedge @ NEOEDT, "Microsoft
Corporation” {751

%827 — FL RSB D)

$ERU-T-THRE2F VUL TS,

X FvrtL ot

N EIASSEA
) RERIERIAY

TOKYO MEDICAL AND DENTAL UNIVERSITY

@ [/V2AD—FUAGEL 220y DU, walss
Tt ZiTD

Click "Passwordless Authentication,' then follow the

prompts to authenticate using your authenticator.

FEEAFETBIRLTIEE L,

}\2'7_ |\ I/Zmb\ul-.E

® (DY — FJ
j JununIEJ 59 IJ ‘JD L/ L__
BE5 MDA hMDAuthenticator
ZY5 BT OTPZES
Click "One-Time Password
App Authentication," then
open the authenticator app on
your smartphone to get the OTP.

%

T RALINAT— KT 7Y SREE

A R

TOKYO MEDICAL AND DENTAL UNIVERSITY

% IUHLLNRRAT—F  GHIDET

T RALINZXT— KA —ILERE

> RN

® Frotil

FrL

® [D>H4A4LIKRAT—R
ZixE]l 2L, kSN
TEA=ILDZE LA
S50TPZEUS

Click "Send One-Time

Password," then check your

registered email inbox to get your
OTP (One-Time Password).

& IYIA LRI SHTOHF

RN

® Frotl

SCIENCE TOKYO
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8. BFEILWEhHh I

Contact Information

Institute of

SCIENCE TOKYO

ZDMMEARALZR « BAINEGHOHEEREE TITEBIIZSU,

If you have any questions or need further assistance, please contact us below.

ITA)VTTRL  ithelp@ml.tmd.ac.jp

RENSGODEDRE. ToO—EEEEDAD ) -3y FaRdUT
WEEIZITDE. BROFETEED T,

When contacting us, attaching a screenshots of any error messages or screens will help us
resolve your issue more efficiently.

KRB UL BRENNZUET,

Thank you for your cooperation.
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