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1. Confirmation of Science Tokyo ID SCIENCE TOKYO
Notification (Required)

About Science Tokyo ID

Science Tokyo has added a new authentication system, the Science Tokyo Authentication System.
The services available are different from those of the old authentication system (Tougou-ID),
so please be sure to make the initial settings for both upon receipt.

About Science Tokyo Gmail (@m.isct.ac.jp)

For information about Science Tokyo Gmail, please refer to the Science Tokyo Gmail webpage.

How to confirm your ID and initial password

Science Tokyo ID can be directly checked at your own account page at Tougou-ID portal
(https://tmdu.ex-tic.com/), if you have a Tougou-ID.



https://www.dx.titech.ac.jp/st/gmail/en/
https://tmdu.ex-tic.com/
https://tmdu.ex-tic.com/
https://tmdu.ex-tic.com/
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2. Password Setup (Required) SCIENCE TOKYO

Access to Science Tokyo portal

Institute of

Institute of

SCIENCE TOKYO SCIENCE TOKYO

- In the "User Name" field, please enter your Science Tokyo ID.
This consists of four lowercase letters followed by four digits (a total of eight characters).

- Please enter the initial password you received in the “Password” field and click the "Next" button.


https://isct.ex-tic.com/auth/session
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2. Password Setup (Required) SCIENCE TOKYO

Set new password

Account

Password Change Log

| —
Current Password Current Password

Account
Password Change Log
* Please specify a password between 10 and 99 characters.
* It must also contain at least one lowercase letter, one uppercase letter, one number, and one symbol. Display logs for last 7 days.
» The only symbols that can be used are -1#$%&* .z @[]|+=""()2*_{}~<>.

&: New Password New Password Date and Time Result Operation

Password Change

+ Confirm New Password New Password

The "Password Change" will be recorded in the "Log".
*The "Result" is shown as "In Progress," but after a while,

it will be updated to "Success."
There is no need to wait until it becomes "Success."

n the "Current Password" field, please enter the initial password, then enter the password

that meets the requirements in the "New Password” and “Confirm New Password® field,

and click the "Save" button.
- Please specify a password between 10 and 99 characters.

- It must also contain at least one lowercase letter, one uppercase letter, one number, and one symbol.
- The only symbols that can be used are -1#$%&*,..;@[]1[+="“()?"_"{}~<>. 4
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3. Setup of Multi-Factor Authentication(Email) & sciencetokvo
(Required)

Email authentication settings

Account

Multi-Factor Authentication (FIDO2) Multi-Factor Authentication (OTP)

Log

Set up Multi-Factor Authentication (OTP).

£+ App Authentication

= Email Authentication

N

=)

Account

Multi-Factor Authentication (FIDO2) Multi-Factor Authentication (OTP) Log

Email Authentication

and set it within the time limit.

Settings

@gmail.com

= Email Address
@, One-Time Password & Digits

- Click on "Multi-Factor Authentication (OTP)" from the options in the top band,
then click the "Setup" button at the right end of the "Email Authentication" row.

- Please enter the email address for receiving the one-time password in the "Email Address" field.

After entering the email address, click the "Send One-Time Password" button.

Please use an email address that you can reliably check.
Science Tokyo email addresses (***@m.isct.ac.jp) and SaaS addresses (***@saas.isct.ac.jp) are not allowed.

Carrier email addresses are not recommended.
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3. Setup of Multi-Factor Authentication(Email) & sciencetokvo
(Required)

Receiving the one-time password

Extic One-Time Password for login =&rL+ x Account
O noreply @ex-tic.com Portal Profile Password Change Multi-Factor Authentication (FIDO2) Multi-Factor Authentication (OTP) Log
. ToES ~

A One-Time Password for login.
One-Time Password : 336516 - ## App Authentication Unset m

Expiration date : 2025/03/07 14:45:25 JST
& Email Authentication Already Set
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When the setting is completed, “Email Authentication” under
“Multi-factor Authentication (OTP)” will be marked as "Configured."

- A message containing the one-time password will be sent to the email address you entered.
Please leave the window you are currently working on open as it is,
and check the email contents in a different window or on another device.

- Enter the 6-digit One-Time Password from the e-mail in the “One-Time Password” field
and press the “Setup” button.
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4. Setup of Multi-Factor Authentication(App) & scienceTokvo
About App Authentication

With app authentication, you receive the one-time password (OTP) through an app instead of via email.
The app installed on your device (such as a smartphone or tablet) records a seed code,

which the app uses along with the current time to generate a one-time password.

Note: If the time of your device is incorrect, the one-time password will not be generated correctly.

The application is installed and set on your device.
If you change your device, you need to set it again on your new one.
Xt cannot be set up on hospital smartphones.

Before starting to set up app authentication,
please install “Google Authenticator” from
the App Store (i0S) or Google Play Store (Android).

10S Android



4. Setup of Multi-Factor Authentication(App)

App authentication settings

£+ App Authentication

2% Email Authentication

Account

Portal Profile Password Change Multi-Factor Authentication (FIDO2)

Unset

Already Set

Multi-Factor Authentication (OTP)

Log

=)
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SCIENCE TOKYO

Portal Profile

% QR Code

Password Change

low with the Software Token App or enter the secret key displayed

Account

Multi-Factor Authentication (FIDO2) Multi-Factor Authentication (OTP) Log

App Authentication Settings

12345

- Click on "Multi-Factor Authentication (OTP)" from the options in the top band,

then click the "Setup" button at the right end of the “App Authentication” row.

- Scan the QR Code displayed on the screen with the “Google Authenticator” application. (3¥)

Enter the token generated by the application in the “Token” field, and press the “Setup” button.
*For Google Authenticator, launch the app, press the “+” button at the bottom right of the screen,

select “Scan a QR code,” and point the camera at the QR code.
The necessary information will be entered into the app, and a six-digit number will be generated as a token.
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5. Registration of Email Address for SCIENCE TOKYO
Password Reset (Required)

Account

Account

Portal Profile Password Change Multi-Factor Authentication (FIDO2) Multi-Factor Authentication (OTP) Log

Portal Profile Password Change Multi-Factor Authentication (FIDO2) Multi-Factor Authentication (OTP) Log

‘ Test email sent.

& User Name

& User Name

& Display Name

& Display Name
= Email Address @m.isct.ac.jp -
% Email Address

% Email Address For Password Reissue ex) example@example.com

@m.isct.ac.jp

2% Email Address For Password Reissue @gmail.com

- Please click on "Profile" from the items in the top bar.
Note: “Profile” will not appear unless at least one authentication setting has been completed.
Please enter the email address for password reissue in the "Email Address For Password Reissue" field.
After entering the email address, click the "Send a test email" button.

* You can use the same email address used to send the One-Time Passwords.
Science Tokyo email addresses (***@m.isct.ac.jp) and SaaS addresses (***@saas.isct.ac.jp) are not allowed. 9




5. Registration of Email Address for

Institute of

Password Reset (Required)

Receive test email

'S noreply@ex-tic.com

@ TES~
Bg 5=

O

[CEHER X

This email is a test email.

One-Time Password for Password Reissue.
One-Time Password : XXX
Expiration date : XXX

[Test Mail] One-Time Password for Extic Password Reissue ZErLA x

«If the email is not received>
* Check the email address again.
* Check your spam mailbox.
* Add domain “ex-tic.com” to
filtering service in your provider.
* Try a different email address.

>

4

- Confirm whether an email is received from the system at the email address you entered.
If the email is received, click the "Save" button.

Portal Profile Multi-Factor Authentication (FIDO2)

Password Change

Multi-Factor Authentication (OTP) Log

| Your profile update has been accepted. Please click the Update button to confirm the processing resu

|

Display logs for last 7 days.

Date and Time Result Operation

2025/03/07 15:02:14 JST Profile Update

When the setting is completed, “Profile Update” will be recorded in
the “Log”.

SCIENCE TOKYO

10
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6. Setup of Multi-Factor Authentication (FIDQ2)# science tokvo

What is FIDO2 authentication

By setting up Multi-Factor Authentication (FIDO2), you can choose password-less authentication,
using mechanisms like fingerprint or facial recognition through the passkey system.
Note: Depending on the time of admission and entry into the program,

it may take some time before it becomes available for setting up.

Depending on the combination of your PC, authenticator, OS, and web browser,
FIDOZ authentication may not be possible.
Please ensure to perform a compatibility check before implementation.

Information on "FIDO2 Compatible Authenticators" is available on the following website for your reference.
https://www.exgen.co.jp/extic/specs.html

11


https://www.exgen.co.jp/extic/specs.html
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6. Setup of Multi-Factor Authentication (FIDQ2) % science Tokvo

Setting Up FIDO2 authentication

Connect your authenticator or use a device with an integrated authenticator,
and login to Science Tokyo portal.
Select the [Multi-Factor Authentication (FIDO2)| tab — Click on [Add new authenticator]

Account

Portal Profile Password Change Multi-Factor Authentication (FIDO2) Multi-Factor Authentication (OTP) Log

Up to 10 authenticators can be registered.
Do not duplicate registration of the same authenticator. If you have registered a authenticator by mistake, delete the old authenticator.

T T e g -gw ‘?-'!%‘*"—‘W
g }é'wdf\l.-ﬁng' Slli L

FIDO2 Authenticator

Display Name Remarks Operation

12



6. Setup of Multi-Factor Authentication (FIDO2) =

Add an authenticator

- Enter a Display Name and click [Add] .

0 Add authenticator *

9 Display Name ex) Yubico l

@) Remarks ex) Security Key by Yubico

% Cancel

- Select your authenticator and authenticate.

- Click TOKJ when the saved passkey appears.
If the authenticator has been added, the setup is complete.

X Authentication method varies depending on your authenticator.

X Devices already set up for Windows Hello, etc., may transition to authenticate.

Institute of
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7. How to log in after initial setup SCIENCE TOKYO
Access to Science Tokyo portal A(Nme) Not your student/staffnumber]

or email address

In the "User Name" field, please enter your Science Tokyo ID.

If you have not set up password-less authentication (), or if you have set up password-less authentication
but wish to authenticate using OTP (@), please enter the newly set password on the next screen. (see next page)
*If 2), please select the password tab on the right side and then enter your password.

Institute of Institute of

SCIENCE TOKYO SCIENCE TOKYO Institute of
SCIENCE TOKYO

issue to an e-mail other than m.isct.acjp.
Comply with the university's rules and requlat
ions.

Passwordless

Please set your e-mail address for password re

ience-tokyo-portal-query@gsic.titech.ac.jp

aSSWOor
& | user Name < Next =) Passwordless Authentication
ot ancel

x Cancel

14


https://isct.ex-tic.com/auth/session
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7. How to log in after initial setup SCIENCETOKYO
Multi-Factor Authentication (OTP) Email/App

Please enter your password in the “Password” field and click the "Next" button.

Up to three authentication methods will be displayed depending on S SCIENCE TOKYO

the setting status of multi-factor authentication.
Please select “OTP(Email) Authentication” or “OTP(App) Authentication”

and authenticate using OTP.

4 Send One-Time Password

Institute of

SCIENCE TOKYO SCIENCE TOKYO

Passwordless Password

Institute of
s SCIENCE TOKYO

4 | One-Time Password
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